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§2223a. Information technology acquisition plan-
ning and oversight requirements

(a) ESTABLISHMENT OF PROGRAM.—The Sec-
retary of Defense shall establish a program to
improve the planning and oversight processes
for the acquisition of major automated informa-
tion systems by the Department of Defense.

(b) PROGRAM COMPONENTS.—The program es-
tablished under subsection (a) shall include—

(1) a documented process for information
technology acquisition planning, requirements
development and management, project man-
agement and oversight, earned value manage-
ment, and risk management;

(2) the development of appropriate metrics
that can be implemented and monitored on a
real-time basis for performance measurement
of—

(A) processes and development status of
investments in major automated informa-
tion system programs;

(B) continuous process improvement of
such programs; and

(C) achievement of program and invest-
ment outcomes;

(3) a process to ensure that key program per-
sonnel have an appropriate level of experience,
training, and education in the planning, acqui-
sition, execution, management, and oversight
of information technology systems;

(4) a process to ensure sufficient resources
and infrastructure capacity for test and eval-
uation of information technology systems;

(5) a process to ensure that military depart-
ments and Defense Agencies adhere to estab-
lished processes and requirements relating to
the planning, acquisition, execution, manage-
ment, and oversight of information technology
programs and developments; and

(6) a process under which an appropriate De-
partment of Defense official may intervene or
terminate the funding of an information tech-
nology investment if the investment is at risk
of not achieving major project milestones.

(Added Pub. L. 111-383, div. A, title VIII,
§805(a)(1), Jan. 7, 2011, 124 Stat. 4259.)

§ 2224. Defense Information Assurance Program

(a) DEFENSE INFORMATION ASSURANCE PRO-
GRAM.—The Secretary of Defense shall carry out
a program, to be known as the ‘‘Defense Infor-
mation Assurance Program’, to protect and de-
fend Department of Defense information, infor-
mation systems, and information networks that
are critical to the Department and the armed
forces during day-to-day operations and oper-
ations in times of crisis.

(b) OBJECTIVES OF THE PROGRAM.—The objec-
tives of the program shall be to provide continu-
ously for the availability, integrity, authentica-
tion, confidentiality, nonrepudiation, and rapid
restitution of information and information sys-
tems that are essential elements of the Defense
Information Infrastructure.

(c) PROGRAM STRATEGY.—In carrying out the
program, the Secretary shall develop a program
strategy that encompasses those actions nec-
essary to assure the readiness, reliability, con-
tinuity, and integrity of Defense information
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systems, networks, and infrastructure, including
through compliance with subchapter II of chap-
ter 35 of title 44, including through compliance
with subchapter III of chapter 35 of title 44. The
program strategy shall include the following:

(1) A vulnerability and threat assessment of
elements of the defense and supporting non-
defense information infrastructures that are
essential to the operations of the Department
and the armed forces.

(2) Development of essential information as-
surances technologies and programs.

(3) Organization of the Department, the
armed forces, and supporting activities to de-
fend against information warfare.

(4) Joint activities of the Department with
other departments and agencies of the Govern-
ment, State and local agencies, and elements
of the national information infrastructure.

(5) The conduct of exercises, war games, sim-
ulations, experiments, and other activities de-
signed to prepare the Department to respond
to information warfare threats.

(6) Development of proposed legislation that
the Secretary considers necessary for imple-
menting the program or for otherwise respond-
ing to the information warfare threat.

(d) COORDINATION.—In carrying out the pro-
gram, the Secretary shall coordinate, as appro-
priate, with the head of any relevant Federal
agency and with representatives of those na-
tional critical information infrastructure sys-
tems that are essential to the operations of the
Department and the armed forces on informa-
tion assurance measures necessary to the pro-
tection of these systems.

[(e) Repealed. Pub. L. 108-136, div. A, title X,
§1031(a)(12), Nov. 24, 2003, 117 Stat. 15697.]

(f) INFORMATION ASSURANCE TEST BED.—The
Secretary shall develop an information assur-
ance test bed within the Department of Defense
to provide—

(1) an integrated organization structure to
plan and facilitate the conduct of simulations,
war games, exercises, experiments, and other
activities to prepare and inform the Depart-
ment regarding information warfare threats;
and

(2) organization and planning means for the
conduct by the Department of the integrated
or joint exercises and experiments with ele-
ments of the national information systems in-
frastructure and other non-Department of De-
fense organizations that are responsible for
the oversight and management of critical in-
formation systems and infrastructures on
which the Department, the armed forces, and
supporting activities depend for the conduct of
daily operations and operations during crisis.

(Added Pub. L. 106-65, div. A, title X, §1043(a),
Oct. 5, 1999, 113 Stat. 760; amended Pub. L.
106-398, §1 [[div. A], title X, §1063], Oct. 30, 2000,
114 Stat. 16564, 16564A-274; Pub. L. 107-296, title X,
§1001(c)(1)(B), Nov. 25, 2002, 116 Stat. 2267; Pub.
L. 107-347, title III, §301(c)(1)(B), Dec. 17, 2002, 116
Stat. 2955; Pub. L. 108-136, div. A, title X,
§1031(a)(12), Nov. 24, 2003, 117 Stat. 1597; Pub. L.
108-375, div. A, title X, §1084(d)(17), Oct. 28, 2004,
118 Stat. 2062.)
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AMENDMENTS

2004—Subsec. (c). Pub. L. 108-375 substituted ‘‘sub-
chapter II”’ for ‘‘subtitle II"’ in introductory provisions.

2003—Subsec. (e). Pub. L. 108-136 struck out subsec.
(e) which directed the Secretary of Defense to annually
submit to Congress a report on the Defense Information
Assurance Program.

2002—Subsec. (b). Pub. L. 107-296, §1001(c)(1)(B)(i), and
Pub. L. 107-347, §301(c)(1)(B)(i), amended subsec. (b)
identically, substituting ‘‘Objectives of the Program’’
for ‘“‘Objectives and Minimum Requirements’ in head-
ing and striking out par. (1) designation before ‘‘The
objectives’.

Subsec. (b)(2). Pub. L. 107-347, §301(c)(1)(B)(ii), struck
out par. (2) which read as follows: ‘“The program shall
at a minimum meet the requirements of sections 3534
and 3535 of title 44.”

Pub. L. 107-296, §1001(c)(1)(B)(ii), which directed the
striking out of ‘“(2) the program shall at a minimum
meet the requirements of section 3534 and 3535 of title
44, United States Code.” could not be executed. See
above par.

Subsec. (¢). Pub. L. 107-347, §301(c)(1)(B)(iii), inserted
¢, including through compliance with subchapter III of
chapter 35 of title 44 after ‘‘infrastructure’ in intro-
ductory provisions.

Pub. L. 107-296, §1001(c)(1)(B)({ii), inserted
¢, including through compliance with subtitle II of
chapter 35 of title 44 after ‘‘infrastructure’ in intro-
ductory provisions.

2000—Subsec. (b). Pub. L. 106-398, §1 [[div. A], title X,
§1063(a)], substituted ‘‘OBJECTIVES AND MINIMUM RE-
QUIREMENTS” for ‘‘OBJECTIVES OF THE PROGRAM’ in
heading, designated existing provisions as par. (1), and
added par. (2).

Subsec. (e)(7). Pub. L. 106-398, §1 [[div. A], title X,
§1063(b)], added par. (7).

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after
Nov. 25, 2002, see section 4 of Pub. L. 107-296, set out as
an Effective Date note under section 101 of Title 6, Do-
mestic Security.

EFFECTIVE DATE OF 2000 AMENDMENT

Amendment by Pub. L. 106-398 effective 30 days after
Oct. 30, 2000, see section 1 [[div. A], title X, §1065] of
Pub. L. 106-398, set out as an Effective Date note under
section 35631 of Title 44, Public Printing and Documents.

STRATEGY ON COMPUTER SOFTWARE ASSURANCE

Pub. L. 111-383, div. A, title IX, §932, Jan. 7, 2011, 124
Stat. 4335, provided that:

‘‘(a) STRATEGY REQUIRED.—The Secretary of Defense
shall develop and implement, by not later than October
1, 2011, a strategy for assuring the security of software
and software-based applications for all covered sys-
tems.

“‘(b) COVERED SYSTEMS.—For purposes of this section,
a covered system is any critical information system or
weapon system of the Department of Defense, including
the following:

‘(1) A major system, as that term is defined in sec-
tion 2302(5) of title 10, United States Code.

‘“(2) A national security system, as that term is de-
fined in section 3542(b)(2) of title 44, United States
Code.

‘(3) Any Department of Defense information sys-
tem categorized as Mission Assurance Category I.

‘“(4) Any Department of Defense information sys-
tem categorized as Mission Assurance Category II in
accordance with Department of Defense Directive
8500.01E.

‘‘(¢c) ELEMENTS.—The strategy required by subsection
(a) shall include the following:

‘(1) Policy and regulations on the following:

‘“(A) Software assurance generally.

“(B) Contract requirements for software assur-
ance for covered systems in development and pro-
duction.
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“(C) Inclusion of software assurance in milestone
reviews and milestone approvals.

‘(D) Rigorous test and evaluation of software as-
surance in development, acceptance, and oper-
ational tests.

‘“(E) Certification and accreditation requirements
for software assurance for new systems and for up-
dates for legacy systems, including mechanisms to
monitor and enforce reciprocity of certification and
accreditation processes among the military depart-
ments and Defense Agencies.

“(F) Remediation in legacy systems of critical
software assurance deficiencies that are defined as
critical in accordance with the Application Secu-
rity Technical Implementation Guide of the De-
fense Information Systems Agency.

‘(2) Allocation of adequate facilities and other re-
sources for test and evaluation and certification and
accreditation of software to meet applicable require-
ments for research and development, systems acquisi-
tion, and operations.

‘“(3) Mechanisms for protection against compromise
of information systems through the supply chain or
cyber attack by acquiring and improving automated
tools for—

““(A) assuring the security of software and soft-
ware applications during software development;

“(B) detecting vulnerabilities during testing of
software; and

“(C) detecting intrusions during real-time mon-
itoring of software applications.

‘“(4) Mechanisms providing the Department of De-
fense with the capabilities—

“(A) to monitor systems and applications in order
to detect and defeat attempts to penetrate or dis-
able such systems and applications; and

‘“(B) to ensure that such monitoring capabilities
are integrated into the Department of Defense sys-
tem of cyber defense-in-depth capabilities.

“(5) An update to Committee for National Security
Systems Instruction No. 4009, entitled ‘National In-
formation Assurance Glossary’, to include a standard
definition for software security assurance.

‘(6) BEither—

““(A) mechanisms to ensure that vulnerable Mis-
sion Assurance Category III information systems, if
penetrated, cannot be used as a foundation for pen-
etration of protected covered systems, and means
for assessing the effectiveness of such mechanisms;
or

“(B) plans to address critical vulnerabilities in
Mission Assurance Category III information sys-
tems to prevent their use for intrusions of Mission
Assurance Category I systems and Mission Assur-
ance Category II systems.

‘“(7) A funding mechanism for remediation of criti-
cal software assurance vulnerabilities in legacy sys-
tems.

‘“(d) REPORT.—Not later than October 1, 2011, the Sec-
retary of Defense shall submit to the congressional de-
fense committees [Committees on Armed Services and
Appropriations of the Senate and the House of Rep-
resentatives] a report on the strategy required by sub-
section (a). The report shall include the following:

‘(1) A description of the current status of the strat-
egy required by subsection (a) and of the implementa-
tion of the strategy, including a description of the
role of the strategy in the risk management by the
Department regarding the supply chain and in oper-
ational planning for cyber security.

‘“(2) A description of the risks, if any, that the De-
partment will accept in the strategy due to limita-
tions on funds or other applicable constraints.”’

INSTITUTE FOR DEFENSE COMPUTER SECURITY AND
INFORMATION PROTECTION

Pub. L. 106-398, §1 [[div. A], title IX, §921], Oct. 30,
2000, 114 Stat. 1654, 1654A-233, provided that:

‘“‘(a) ESTABLISHMENT.—The Secretary of Defense shall
establish an Institute for Defense Computer Security
and Information Protection.
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““(b) M1ss1iON.—The Secretary shall require the insti-
tute—

‘(1) to conduct research and technology develop-
ment that is relevant to foreseeable computer and
network security requirements and information as-
surance requirements of the Department of Defense
with a principal focus on areas not being carried out
by other organizations in the private or public sector;
and

‘(2) to facilitate the exchange of information re-
garding cyberthreats, technology, tools, and other
relevant issues.

‘‘(c) CONTRACTOR OPERATION.—The Secretary shall
enter into a contract with a not-for-profit entity, or a
consortium of not-for-profit entities, to organize and
operate the institute. The Secretary shall use competi-
tive procedures for the selection of the contractor to
the extent determined necessary by the Secretary.

‘(d) FUNDING.—Of the amount authorized to be appro-
priated by section 301(5) [114 Stat. 1654A-52], $5,000,000
shall be available for the Institute for Defense Com-
puter Security and Information Protection.

‘‘(e) REPORT.—Not later than April 1, 2001, the Sec-
retary shall submit to the congressional defense com-
mittees [Committees on Armed Services and Appro-
priations of the Senate and the House of Representa-
tives] the Secretary’s plan for implementing this sec-
tion.”

§ 2224a. Information security: continued applica-
bility of expiring Governmentwide require-
ments to the Department of Defense

(a) IN GENERAL.—The provisions of subchapter
IT of chapter 35 of title 44 shall continue to apply
through September 30, 2004, with respect to the
Department of Defense, notwithstanding the ex-
piration of authority under section 35361 of such
title.

(b) RESPONSIBILITIES.—In administering the
provisions of subchapter II of chapter 35 of title
44 with respect to the Department of Defense
after the expiration of authority under section
36361 of such title, the Secretary of Defense
shall perform the duties set forth in that sub-
chapter for the Director of the Office of Manage-
ment and Budget.

(Added Pub. L. 107-314, div. A,
§10562(b)(1), Dec. 2, 2002, 116 Stat. 2648.)

REFERENCES IN TEXT

title X,

Provisions relating to the expiration of authority of
subchapter II of chapter 35 of title 44, referred to in
text, did not appear in section 3536 of title 44 subse-
quent to the general revision of subchapter II by Pub.
L. 107-296, title X, §1001(b)(1), Nov. 25, 2002, 116 Stat.
2259.

§2225. Information technology purchases: track-
ing and management

(a) COLLECTION OF DATA REQUIRED.—To im-
prove tracking and management of information
technology products and services by the Depart-
ment of Defense, the Secretary of Defense shall
provide for the collection of the data described
in subsection (b) for each purchase of such prod-
ucts or services made by a military department
or Defense Agency in excess of the simplified ac-
quisition threshold, regardless of whether such a
purchase is made in the form of a contract, task
order, delivery order, military interdepart-
mental purchase request, or any other form of
interagency agreement.

1See References in Text note below.
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(b) DATA To BE COLLECTED.—The data required
to be collected under subsection (a) includes the
following:

(1) The products or services purchased.

(2) Whether the products or services are cat-
egorized as commercially available off-the-
shelf items, other commercial items, non-
developmental items other than commercial
items, other noncommercial items, or serv-
ices.

(3) The total dollar amount of the purchase.

(4) The form of contracting action used to
make the purchase.

(5) In the case of a purchase made through
an agency other than the Department of De-
fense—

(A) the agency through which the purchase
is made; and

(B) the reasons for making the purchase
through that agency.

(6) The type of pricing used to make the pur-
chase (whether fixed price or another type of
pricing).

(7) The extent of competition provided in
making the purchase.

(8) A statement regarding whether the pur-
chase was made from—

(A) a small business concern;

(B) a small business concern owned and
controlled by socially and economically dis-
advantaged individuals; or

(C) a small business concern owned and
controlled by women.

(9) A statement regarding whether the pur-
chase was made in compliance with the plan-
ning requirements under sections 11312 and
11313 of title 40.

(c) RESPONSIBILITY TO ENSURE FAIRNESS OF
CERTAIN PRICES.—The head of each contracting
activity in the Department of Defense shall have
responsibility for ensuring the fairness and rea-
sonableness of unit prices paid by the contract-
ing activity for information technology prod-
ucts and services that are frequently purchased
commercially available off-the-shelf items.

(d) LIMITATION ON CERTAIN PURCHASES.—No
purchase of information technology products or
services in excess of the simplified acquisition
threshold shall be made for the Department of
Defense from a Federal agency outside the De-
partment of Defense unless—

(1) the purchase data is collected in accord-
ance with subsection (a); or
(2)(A) in the case of a purchase by a Defense

Agency, the purchase is approved by the Under

Secretary of Defense for Acquisition, Tech-

nology, and Logistics; or

(B) in the case of a purchase by a military
department, the purchase is approved by the
senior procurement executive of the military
department.

(e) ANNUAL REPORT.—Not later than March 15
of each year, the Secretary of Defense shall sub-
mit to the Committees on Armed Services of the
Senate and the House of Representatives a re-
port containing a summary of the data collected
in accordance with subsection (a).

(f) DEFINITIONS.—In this section:

(1) The term ‘‘senior procurement execu-
tive”’, with respect to a military department,
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